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1. Introduction

Privacy Policy Statement

This Statement is adopted as the Privacy Policy Statement (the “Statement”) of Cathay Bank Hong Kong
Branch (the “Bank”). The purpose of the Statement is to establish the policies and practices of the Bank’s
commitment to protect the privacy of personal data and to act in compliance with the provisions of the
Personal Data (Privacy) Ordinance (the “Ordinance”), and the relevant guidelines issued by the Privacy
Commissioner for Personal Data (the “Privacy Commissioner”).

2. Types of personal data held by us

2.1. Personal data held by the Bank regarding clients may include the following:

a. clients’ and their spouses’ name, address, occupation, contact details, date of birth, nationality,
marital status and their identity card and/or passport numbers and place and date of issue
thereof;

b. clients’ and their spouses’ current employer, nature of position and annual salary;

c. details of properties, assets and investments held by clients and their spouses, as well as
liabilities of them;

d. information obtained by the Bank in the ordinary course of the continuation of the business
relationship with clients (for example, when clients write cheques or deposit money or generally
communicate verbally or in writing with the Bank, by means of documentation or telephone
recording system);

e. data collected from third parties, including Bank’s group companies and third party service
providers in connection with the clients’ application for the Bank’s products and services
(including receiving personal data from credit reference agencies).

2.2 Personal data relating to employment held by the Bank may include the following:

a. name and address, contact details, date of birth and nationality of employees (including former
employees) and prospective employees and their dependents’ identity card and/or passport
numbers and place and date of issue thereof;

b. additional information compiled about potential employees to assess their suitability for a job in
the course of the recruitment selection process (for example, references obtained from their
current or former employers or other sources);

c. additional information compiled about employees which may include records of remuneration
and benefits paid to the employees, records of job postings, transfer and training, records of
medical checks, sick leave and other medical claims and performance appraisal reports of the
employees.

3. Main purposes of use of each type of data

3.1 Itis necessary for clients to supply the Bank with data in connection with the opening or continuation of
accounts and the establishment or continuation of banking facilities or provision of banking and other
financial services.

3.2 It is also the case that data is collected from clients in the ordinary course of the continuation of the
banking and other financial relationship.

3.3 The purposes for which data relating to a client may be used are as follows:
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a.

m.

the processing of applications for, and the daily operation of the services and credit facilities
provided to clients;

conducting credit checks (including without limitation upon an application for consumer credit
and upon periodic review of the credit) and data verification;

assisting other credit providers in Hong Kong approved for participation in the Multiple Credit
Reference Agencies Model (hereinafter referred to as “credit providers” ) to conduct credit
checks and collect debts;

ensuring ongoing creditworthiness of clients;

designing financial services and/or related products for the clients’ use;

marketing financial services or related products to clients;

determining the amount of indebtedness owed to or by clients;

creating and maintaining the Bank’s credit and risk related models;

collection of amounts outstanding from clients and bills providing security for clients obligations;
comply with the obligations, requirements or arrangements for disclosing under the
requirements of any law, rule, regulation, order, ruling, judicial interpretation or directive
(whether or not having the force of law) applicable to the Bank;

enabling an actual or proposed assignee of the Bank, or participant or sub participant of the
Bank’s rights in respect of the client to evaluate the transaction intended to be the subject of the
assignment, participation or sub participation;

any other purposes permitted by law; and

purposes relating thereto.

3.4 The purposes for which data relating to employees (including former employees) and prospective
employees and their dependents’ identity may be used are as follows:

a.

b.

g.

processing employment applications;

determining and reviewing salaries, bonuses and other benefits;

consideration for promotion, training, secondment or transfer;

providing employee references;

monitoring compliance with internal rules of the Bank;

comply with the obligations, requirements or arrangements for disclosing under the
requirements of any law binding on the Bank or under and for the purposes of any guidelines

issued by regulatory or other authorities with which the Bank are expected to comply; and

purposes relating thereto.

4. Security of Personal Data

It is the policy of the Bank to ensure an appropriate level of protection for personal data in order to prevent
unauthorized or accidental access, processing, erasure or other use of that data, commensurate with the
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sensitivity of the data and the harm that would be caused by occurrence of any of the aforesaid events. It
is the practice of the Bank to achieve appropriate levels of security protection by restricting physical access
to data by providing secure storage facilities, and incorporating security measures into equipment in which
data is held. Measures are taken to ensure the integrity, prudence, and competence of persons having
access to personal data. If a data user engages a data processor (whether within or outside Hong Kong
Special Administrative Region) to process personal data on data user’s behalf, the data user must adopt
contractual or other means to prevent unauthorized or accidental access, processing, erasure, loss or use
of the data transferred to the data processor for processing.

5. Accuracy of personal data

It is the policy of the Bank to ensure accuracy of all personal data collected and processed by the Bank.
Appropriate procedures are implemented to provide for all personal data to be regularly checked and
updated to ensure that it is reasonably accurate having regard to the purposes for which that data is used.

6. Collection of Personal Data

6.1 When collecting personal data, the Bank will satisfy itself that the purposes for which the data is
collected are lawful and directly related to the Bank’s functions or activities. The manner of collection is
lawful and fair in the circumstances and the personal data collected is necessary but not excessive for the
purposes for which it is collected.

6.2 In the course of collecting personal data, the Bank will provide the individuals concerned with a Personal
Data (Privacy) Ordinance Notice informing them of the purpose of collection, classes of persons to whom
the data may be transferred, their rights to access and correct the data, and other relevant information.

7. Retention

Different retention periods apply to the various kinds of personal data collected and held by the Bank. We
take all reasonably practicable steps to ensure that personal data will not be kept longer than is necessary
for the fulfilment of the purposes (or any directly related purpose) for which the data is or is to be used,
unless the retention is otherwise permitted or required by law.

8. Transfer of personal data to third parties
The Bank may provide the information to the following parties:

a. any agent, contractor or third-party service provider who provides administrative,
telecommunications, computer, payment or securities clearing or other services to the Bank in
connection with the operation of its business;

b. any other person under a duty of confidentiality to the Bank including a group company of the Bank
which has undertaken to keep such information confidential;

c. third party service providers with whom the client has chosen to interact with in connection with the
client's application for the Bank’s products and services;

d. credit reference agencies (including the operator of any centralized database used by credit
reference agencies), and, in the event of default, to debt collection agencies;

e. any person to whom the Bank or any of its Bank’s group companies is under an obligation or
otherwise required to make disclosure under the requirements of any law binding on or applying to
the Bank or any of its Bank’s group companies, or any disclosure under and for the purposes of
any guidelines or guidance given or issued by any legal, regulatory, governmental, tax, law
enforcement or other authorities, or self-regulatory or industry bodies or associations of financial
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services providers with which the Bank or any of its Bank’s group companies are expected to
comply, or any disclosure pursuant to any contractual or other commitment of the Bank or any of
its Bank’s group companies with local or foreign legal, regulatory, governmental, tax, law
enforcement or other authorities, or self-regulatory or industry bodies or associations of financial

services providers, all of which may be within or outside the Hong Kong Special Administrative
Region and may be existing currently and in the future;

f. any actual or proposed assignee of the Bank or participant or sub-participant or transferee of the
Bank's rights in respect of the client; and

g. the Bank’s group companies.

9. Data access requests and data correction requests

9.1 It is the policy of the Bank to comply with and process all data access and correction requests in
accordance with the provisions of the Ordinance, and for all staff concerned to be familiar with the
requirements for assisting individuals to make such requests.

9.2 The Bank may, subject to the Ordinance and the guidelines thereon issued by the Privacy
Commissioner, impose a fee for complying with a data access request (“DAR”). The Bank is only allowed
to charge a DAR requestor for the costs which are directly related to and necessary for complying with a
DAR. If a person making a data access request requires an additional copy of the personal data that the
Bank has previously supplied pursuant to an earlier data access request, the Bank may charge a fee to
cover the full administrative and other costs incurred in supplying that additional copy.

9.3 Data access and correction requests to the Bank may be addressed to the Bank’s Data Protection
Officer (“DPQ”) or other person as specifically advised.

10. Contact details for making enquiries

Any enquiries regarding personal data, or requests for access to or correction of personal data, can be
made to the Data Protection Officer of the Bank.

Data Protection Officer

Cathay Bank Hong Kong Branch
3008, 30/F, Tower 2, The Gateway,
25 Canton Road, Tsim Sha Tsui,
Kowloon, Hong Kong

Telephone: (852) 3710-1333

Fax: (852) 2810-1652
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